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Agenda

Audit Store:

1. What is an audit store and what kind of information is stored in it ?
2. How to configure an audit store ?

3. How to create your own Audit package and create reports ?
4. Simple checks that can be looked into when auditing stops working.

Notification Store:

1. What is a notification store? What kind of information is stored in it?
2. How to config a Notification Store ?

3. What is a NC drop script ?

4. Symptoms that indicate a problem in the Notification Store Configuration.

Note: All screen shots are with reference to Cognos Bl 10.2

© 2013 IBM Corporation
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What is a Cognos Audit Store?

IBM Cognos Platform provides a complete auditing capability that permits administrators
to report on and manage system usage.

By default, system messages, errors, and other product details are logged to flat files that
reside in the <c8 install>/logs directory.

Although the information provides the ability to identify possible errors that have occurred
in the environment, the information is volatile because of the versioning mechanism (that
is, file rollover parameter in IBM Cognos Configuration).

© 2013 IBM Corporation
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6 Simple Steps to Configure Auditing

Step 1:
> Create a new DB or new schema inside an existing DB on the Database server that
will be used for audit information logging.

> It has the same specification as the content store.

Details to create an audit store can be found on Page 265 of the Installation and
Configuration Guide of 10.2

> In a distributed environment, the local log server on an Application Tier Component
computer sends log messages to the logging database.

» For Oracle, Sybase, and DB2, the appropriate JDBC driver and database client

software (DB2 only) is required only on the Application Tier Components computer
with the remote log server that connects to the logging database.

© 2013 IBM Corporation



SmarterAnalytics

|I|

1
.
N

Step 2:
Configure it in Cognos Configuration of every Content Manager (active and standby)
and Application Tier machine(dispatcher)

6 Simple Steps to Configure Auditing

& IBM Cognos Configuration - coglLZind18

File Edit View Actions Help

=] E3

jm b @ ap

AuditStore - Database - Resource Properties

Ep Lacal Configuration
B- [I= Enwviranmenk
EI @ Logaging
HE IE‘ File
EI @ Audit
i |E| AuditStore
@ IEM Cognos services
: ------ I::P IEM Cognios
@ Portal Services
= [I= Security
EI @ Authentication
[ |E| Cognos
EI @ Cryptography
H L |E| Cognios
@ IEM Zognos Application Firey
=- [I= Data Access
EI @ Zonkent Manager
P b |E| Conktenk Store
E} @ Motification
E ------ |E| MotificationStore
@ Huran Task and Annotation
EI @ I6M Cognos Planning
------ @ Contributor Data Server

Rl ] ©

|Name | |"."EI|I_IE-' |
Type Microsoft 301 Server database
# Database server with port number or inskance name localhiosk: 1433
User ID and password B
# Database name Audit10_Z

Defines a group of properties used to locakte an existing database,

Ensure that the database already exisks,

© 2013 IBM Corporation
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6 Simple Steps to Configure Auditing

Step 3:
Starting the Cognos Service. (The screen shot below is in reference to Tomcat)

& 1BM Cognos Configuration E

8 IBM Cognios Configuration is performing the Following tasks:

#* Checking 5K availability, ;I
%# Testing Content Manager database connection.
4#* Testing the archive location.
# Testing the database connection.
I Testing the mail server connection,
o Checking tesk results
¢ Starting the service "IBM Cognos:9400" -

Continue Cancel =« Details

[Launching a 2¥M using Maximum memary in ME'] “
SuccessFully launched a test IvM with Ehe memory setting of ‘763", Moke that this does not gquarantee that the IBM Cognos service will skark and run
successFully,

To see which JvM options are based on this setting, wiew ibmcognos_location/bin/bootstrap_ =05, xml and see wour %M documentation For an explanation of
those options,

[Archive Local File Swstem Root]
Since the walue is empty, the Feature is disabled. There is nothing ko test,

[Walidate mail server properties. ]
[ ERROR ] The mail server cannok be reached.

[Start Service]

11:12:22, 'LogService’, 'StartService’, 'SLCCESS',

11:12:22, 'LogService’, 'StartService', 'Success',

11:12:22, CAF input walidation enabled.

11:12:22, CAF Third Party %55 checking disabled.

11:13:26, ‘duditDatabaseConnection’, 'Execute’, 'Success'.

11:13:25, CM-5¥5-2216 A Content Manager internal PRECACHEIMITACTIONS task is complete. ;I

© 2013 IBM Corporation
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6 Simple Steps to Configure Auditing

Tables created in the audit DB

E. Microsoft SOL Server Management Studio

Fle Edt View Debug Took Window (Comfmunity Help

P Mewuey | BB D S 5 H S |
Conect~ B W m T [£] 5

E L) fudt1n_z

T dba COGIFF _ANNOTATIONSERVICE

2 o COGIPF_EDITOUERY

T o COGIFF _HUMANTASE SERVICE

3 dbo COGTRF _HUMANTASK SERVICE_DETAIL
T dba COGIRF _MIGRATION

3 dbo COGIPF_NATIVEQUERY

T dba COGIFF _PARMAMETER

T o COGIPF _POWERPLAY

T o COGIFF _POWERPLAY_DIM_LISAGE

T dbo CONGIFE_POWERPLAY_LEVEL_LISAGE

2 dbaJCOGIFF _RIUMMOESTER

3 o COGIPF_RUNRERORT

= dba COGIFF _SYSPROPS

O @0 COGIFF_THRESHOLD _VICLATIONS

= b DOGIFF _USERLOGON

3 o COGIFF_VIEWREPORT

# 3 Wetwes

® [ Synormyms [
# [ Programmabdty

@ [ Service Broker

# 3 SRorage

F [ Security =|

FEEEREREREREEEEEHEEE

© 2013 IBM Corporation
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Tables used for logging audit info for BI

Cognos BI Audit Tables

COGIPF_ACTION Stores information about operations performed on objects

COGIPF_AGENTEUILD Stores information about agent mail delivery

COGIPF_AGENTRUN Stores information about agent activity including tasks and delivery
COGIPF_ANNOTATIONSERVICE Stores audit information about annotation service operations

COGIFF_EDITQUEERY Stores information about querv runs

COGIPF_HUMANTASKSERVICE Stores audit information about human task service operations (tasks and

corresponding task states)

COGIFF_HUMANTASKSERVICE_D | Stores additional details about human task service operations (not necessarily

ETAIL required for everv audit entrv eg. Wotification details and human role details

COGIPF_NATIVEQUERY Stores information about queries that IBM Cognos software makes to other
components

COGIPF_PARAMETER Stores parameter information logged bv a component

COGIPF_RUNIOB Stores information about job runs

COGIFF_RUNJOBSTEP Stores information about job step runs

COGIFF_RUNEEFORT Stores information about report runs

COGIFF_USERLOGON Stores user logon and logoff information|

COGIPEF VIEWREPORT Stores information ahont renort wew requests

© 2013 IBM Corporation
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Other tables

Audit Svstem Tables

COGIPF_THEESHOLD VIOLATION
8

Stores information about threshold violations for svstem metrics

COGIPF _SYSPROPS

Table contains a single record that indicates logging version detail

COGIPF _MIGRATION

Table is reserved for an upcoming migration application

Cognos Powerplay Audit Tables

POWERPLAY

Stores information about PowerPlay package, report and report view requests

POWERPLAY DIM USAGE

Stores information about dimensions used in PowerPlav package, report and

report view requests

POWERPLAY LEVEL USAGE

Stores information about levels used in PowerPlay package, report and report

view requests

POWERPLAY MEASUEE TUSAGE

Stores information about PowerPlay measures used in PowerPlay package,

report and report view requests

© 2013 IBM Corporation
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6 Simple Steps to Configure Auditting

Step 4:
Importing the audit sample package

The sample audit package IBM_Cognos_Audit is provided with the Cognos Server
Installation and is present at ....\webcontent\samples\content

a. a. Copy the IBM_Cognos_Audit (zip file) from

...\CognosSamples\c10\webcontent\samples\content\
to C:\Cognos102\c10\deployment\ (BI server)

© 2013 IBM Corporation
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6 Simple Steps to Configure Auditting

b. Open the Cognos Portal, go to Cognos Administration
Configuration Tab - Content Administration

Click on new import from the list of icons on the right top.
Follow the import wizard by clicking on next to finish the deployment import process.

,"T' I8+ Cognos Administration - Windows Inbermel Explorer

K = [ rmiiocatosticom s oo+

v Farooites T3 Sugoested Sies » B Web Shos Gallery ~

= EBM Cognos Administration i | &5 - B dm v Poge - Safety - Took ~ g~
IEM Cognos Administration
- ety Confliguration Iodex Seaech i)
) pata source Connactions Select a deployment archive - Mew Inypork wizard Hee £
qa}l:vunl.rnl: indrtration Sefact the deployment archifre From witich to get the entries bo mport. [F the srchive i encorypted, yvou will be prompled bo enter the sncryplion passwond.
EI Crtshribmption Lests gl Comnd acts Deployment archive
IE Prinkers Thee lpcation of the deployment archive is set using the: depldoyment Files: location in DBM Cognos Configuration,
R e eres: 1 -2 D
B postiets Narme =
S Dispatchers snd Services F B IBM_Cognos_fudkt
B cnpeey Sarvios Caching B IBM_Cognos_Samgles
Carcel | Mext >
- T[T RS vocal intranet | Protected Mode: OFF Fa - R0 - 2

© 2013 IBM Corporation
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6 Simple Steps to Configure Auditting

The package is now imported in Cognos Connection.

,"‘_" Fublic Folders - [EM Cognos Conmnection - Windows Inbernet Explorer

G_:_\,[n localoat looanos1 02 oot T T v —————— Ty | ER P o e
i Favorbes | % Suggested Sktes = B | Web Skos Gallery =
45 Publc Folders - I8M Cogras Connection fi = B - 0 o - Page - Safety - Took - G-
IBM Cognos Connection B — B~ &~ &~ Lwch~ 7
e Public Folders Py Folders
Public Folders > Samples_fudit FIOEEBSE X ImP X =N
Eraries: 1 -t O
= Home & odified £ Aetions
s My 19, 2002 1:33:25 AM 5 toce...
Lt [T T T || S iocalintranet | Protected Mode: OFf - (R -

© 2013 IBM Corporation
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6 Simple Steps to Configure Auditing

Step 5:

Creating a data source connection to the Audit DB

Open the Cognos Portal, go to Cognos Administration

Configuration Tab - Data Source Connections

Create a new connection and follow the wizard to give the connection information to
connect to the DB. Name should be Audit only

,"T"]B'H Cognos AdminiEtration - Windows Inbermel Esogplorer

i Favesibes | o2 Suggested Skes = B, Web Shos Gallary =
8 tam C Ad ik J | S0~ El - % o~ Page = Safeby » Took ~ gl

IBM Cognos Administration

pat Seoumiy Configuration Iredex Search s
D Daba Source Connections Directory > Cognos U b4 "'_"'__"' Q.
Oy Cortens adersnistration  -F
[EI [stribug Lest 3 ket Erdtri=s: |1 - G
= " | < | Namwe < Mioadified < Actions
ﬁ!_ﬂ'ﬂ‘ r ) Apell 30, 2013 2:03:18 PM [ S
B T D geess oudoors eaes Apri 24, 2013 10:48:48 AM  0F Mo,
o2 T ) aest outdoors ssies en March B, 2013 3:47:58 P O ricre, ..
3 Dispatchers snd Services
. T O et sudons warshouss Apel 24, 2013 14748 PM B More. ..
Oty S Cahireg
= = r O hsres Apell 25, 2013 10:5% 34 aM B more ..
Latr rafradh i Apd A 2013 T0F:1F P

Cone ! el el [ % Local intranet | Frotected Mode: OFF [Fa - [Rieow -
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6 Simple Steps to Configure Auditing

Step 6:

Increasing the logging level to Basic to start logging.
Further levels Request, Trace and Full are not recommended unless requested by
support for troubleshooting and when done should be service specific only.

(‘_ 18M Cognos Administration - Windows Internet Explorer

=101 %]

0 -

@ System

3 schodues

= -
All servers ~ By F o M 0 ¥ ©0 M Nometrc score
™ Name & B ¢ status ¢ | ||@ | Name B | value j
@system ~ Avalsble [E Job queve
I Ba O Setocogetios & M
P Rt dupatchers @ Process-Batchreport o 0 ~
W 2o dspatchers neditely st
B Stop dspatchers after runcng and gueus processed Process - Graphics
. e service & 0 0 0

o\ Uncegester depatchars

Bo Test depotchers

w Refresh report service connections
€  Reset ol mvtrics of the syteen

T

Process - Metadata
[#] RN
Last refrash time: Aped 30, 2013 22038 PM

- g

[ Name value

[E] Environment
5] Administrator Override
& Logging

© 2013 IBM Corporation
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6 Simple Steps to Configure Auditing

Set properties - Configuration Help °
a
Generl | Settings | Permissions l
Specify the configuration settings for this entry, By default, an entry acquires its confiquration settings From a parent, You can override those settings with the settings set explictly For this entry,
Category:
|Lugging j
Entriss: |1_ - Is_ 0 W W
| |Category% |Name$ |Yalue | Default
r & Logaing Audit logging level For annokation service IMinimal *I Yes
r & Logaing Audit logging level For agent service IMinimal *I Yes
r & Logaing Audit logging level For hatch repart service IBaSic *I Mo
r & Logaing At the native query for batch rapart service r Yes .
r & Logaing fudit logging level For the Cantent Manager Cache Service IMinimal 'I Yes
r & Logaing fudit logging level For Content Manager service IMinimal 'I Yes
r & Logaing fuudit logging level for the dispatcher IMinimal 'I Yes
r & Logaing fudit logging level For delfvery service IMinimal 'I Yes
r & Logaing fuudit logging level For event management service IMinimal 'I Yes
r & Logaing fudit logging level For graphics service |Minima| 'I Yes j
K Cancel

© 2013 IBM Corporation
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What logging level records what kind of info?

System activity type Minimal Basic Reguest Trace Full
System and service startup and | Y A Y Y Y
shutdown, runtime errors

ser account management and Y Y Y Y
runtime usage

Liser requests Y Y Y Y
Service requests and responses Y Y
All requests to all components Y Y
with their parameter values

Other queries to IEM Cognos Y Y

components (native guery)

© 2013 IBM Corporation
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Sample Audit Report

Execute Cognos reports

Then execute the audit report (Report Execution History — Detailed report) that will give
us information on which reports were run

"W, 9.121.163.204 - Remote Desktop Connect
o Favorkes | <3 (o) Suppestad SRes v B Web Sice Gallary v ‘“

" v B - oo Pagev Sofetys Todks |

48 16M Cognos Viewer I I

IBM Cognos Audit

Report Distribution

Name of Report

Report execution history(Detailed Report)

e i Briefing Book Naoe of Report Package Time stang Executed
~ Il Execute reports by package and report Eriefing Book GO Seles (query) 4/30/132:47PM 1 E
1 Report execution history{Detaded Report) Brwﬂm Book 1
L Report execution history{Summary Report) z o PR ’
Execute reports by package and report Audi 4/30/132:48PM 1
Execute reports by package and report 4/30/132:45PM 1
Execute reports by package and report 4/30/132:50PM 1
Execute reports by package and report 4/30/132:50PM 1
Execute reports by package and report 4
Report execution Nskory(buded Repoet)  Audk 4/30/133:45PM 1
Report execution history(Detailed Report) 1
Report execution histoey{Summary Regoﬂ) Audit 4/30/133:47PM 1
Report execution history(Summary Report) 1

_ene 30 2013
ol

24022 7
'

© 2013 IBM Corporation
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Detailed example of an audit report and table

Authentication:

Authentication is handled through the IBM Cognos Content Manager Service.
Therefore, recording authentication-related detail requires auditing to be enabled
for the IBM Cognos Content Manager Service.

In the following scenario, auditing is set to minimal for all services except the IBM
Cognos Content Manager Service.

Logging into IBM Cognos Connection causes audit data to be written into two tables:

» COGIPF_USERLOGON
» COGIPF_ACTION

The primary information related to the user logon (that is, user name and
authenticating namespace) is contained in the COGIPF_USERLOGON table

Secondary information such as group membership is recorded in the
COGIPF_ACTION table.

© 2013 IBM Corporation
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The COGIPF_USERLOGON tables has various columns holding user name,
namespace, and the error message occurred if any while the user tried to login.
If the user clicked ok without providing the login credentials, a message “ User

input is required” is logged in the DB for that user

2 dho COGIPF_PARAMETER
1 dbo,CORIPF_POWERPLAY
1 dbo.CORIPF POWERPLAY DIM_
] dbo,COGIPF_POWERPLAY LEVE
1 dbo.CORIPF POWERPLAY _MEAS
= dbo,COGIPF RUNIGE
= dbo,COGIPF_RUNIGESTEP
= dbo,COGIPF_RUNRERCRT
1 dho COGIPF_SYSPROPS
1 dbo,COGIPF_THRESHOLD V1oL
= 3 dbo,COGIPF_LSERLGGON

[ Calumns

[ keys

[ Constraints

[ Triggers

[ Indexes

[ Statistics

= o me e e

] Resuls | 3 Messagesl

-

| COGIPF_LOGON_OPERATION | COGIPF_LSERMAME | COGIPF_LUSERID | COGIPF_MNAMESPACE

M Logoff Hdministrator dministrator HTLM
l‘ Lagan Adrministrator Aministrator NTLM
i‘ Logaon Adrministrator didministrator HNTLM
M LogonExspired Administrator dministrator MTLM
M LogonE spired Hlministrator dlministrator NTLM
M LogonEspired Hdmiistrator dministrator NTLM
7h LogonEspired Administrator ddministrator HTLM
77 |"wed string" sl space="preserve"s CAb-A84 0055 | ser input is required < /messanes. . Logon riot avallable admirizatrator HTLM
E Lagan Adrministrator Aministrator NTLM
m Logaon Adrministrator didministrator HNTLM
JBD Logaon Administrator didministrator MTLM
L]

© 2013 IBM Corporation
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What affects audit logging ?

|pf tracing —

While troubleshooting support requests that an advanced level of logging be enabled to
capture detailed traces. This is called an ipf trace

This trace is enabled by editing files called ipfxxxclientconfig.xml.sample present
inside the Cognos configuration dir.

xxx stands for the component eg. Rsvp-report service

If this trace is enabled incorrectly, it will stop auditing

Changes in logging level —

Audit level “Minimal” will disable audit logging to the database

If the appropriate logging level is not set, then the kind of information you wish to see
would not be captured in the tables.

Deleting only part of audit tables -

Audit tables are created when the service start after we configure it in cognos config,
however if a table gets deleted inside the audit table it cannot be recreated. So there is
inconsistency in the tables as a result the auditing will not work properly

© 2013 IBM Corporation
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How to make sure that ipf tracing does not
affect audit logging ?

Highlighted fields are important to ensure that audit logging is not interrupted during IPF
trace activities. As long as the TCP connectivity parameters are correct and the audit level is
set to warn, the IPF client trace functions and audit records continue to be logged to the audit
Database.

<appender name="clientTCP* class="com.cognos.indications.LogTCPSocketAppender">
<param name="remoteHost" value="127.0.0.1"/>

<param name="Port" value="9362"/>

<param name="LocationInfo" value="false"/>

<param name="ReconnectionDelay" value="30000"/>

</appender>

<appender name="clientRemote"
class="com.cognos.indications.LogLocalUDPAppender">

<param name="Port" value="9362"/>

</appender>

<category name="Audit" class="com.cognos.indications.LogTypedLogger">
<level value="warn"/>

<appender-ref ref="clientRemote"/>

</Category> © 2013 IBM Corporation
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» Change the remoteHost value and the Port value to
match the log server host and port number in IBM Cognos Configuration

» Change the appender reference within the
<category name="Audit”> section to
match the Log Server Enable TCP value in IBM Cognos Configuration.

» To verify whether clientRemote or clientTCP needs to be used as the appender-ref
value, the parameters within IBM Cognos Configuration need to be examined.

> If the Enable TCP? parameter is set to False, then the clientRemote must be used. If the
value is set to True, the clientTCP will be the require entry in the IPF file.

& IBM Cognos Configuration - biswrld

Fle Edt “ew Achons Help
H| ) @m® Gw| 7 |
Erc N | : ogging - Component Properties

Wp Local Configuration A Jiname I Ifvalue |
= [ Ervdironment Local kg server part numbes B
5 |Loggng [Enasle 1097 Ealsz |
0] File Local lag server worker threads 0

i Audi:

=- Ity M Cognos services

@ IEM Cogros

-[im Pritkal Servires M
4 3

IChE-:I-qng if Hher 1B Zogros ssrvice is running...

© 2013 IBM Corporation
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Notification Store
» IBM Cognos uses a notification database for job scheduling and for email notifications.

> |If Application tier (dispatcher) and the Content Manager are installed on one computer
and one directory (that makes it single server installation), then by default content store
database is used for the notification database.

» You can change it to point to a different DB. This should be preferred because if the
Notification Store and Content Store are one, then the number of connections to it is large.
Separating them would reduce the number of connections to the content store.

> It you install the server components on different computers, you must manually configure

the notification database connection information on every content manager machine and
every application tier (dispatcher) machine.

© 2013 IBM Corporation
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Configure a Notification Store

1. Stop Cognos Service

2. Configure the Notification Store
3. Start the services

Fie Edt Wew Actions Hedp

=3 > mw G o

NotificationStore - Database - Resource Properties
ELDcd’Cnrfwatm | Do | | Walge |
& [B Ervironment Type Micromoft S Senver detatiase
=] ﬁL-:-u-rn ® Custabsss capvar with port roembser or nSbance risTe e sk 143%
Fils Liser 100 and password it
= H sl

= Databerse name
Mm“e

=1 Efj 1M Cogros services
[[E 15 Cognos
iy Portal Services

= [BR security

Mok iFficaton10_2

Sy pthherticstion
I coancs

=1 B Crvptography
[ copres

i 161 Cogres dAppheation Firey

= [' Dak s Sccess

=1 Hff Content Manager
] =ortent Store

=1 g Motificakion

e Task snd Arenok stion
= IE Cogros Planning Defires & group of properkies wsed ko kecake an exicking datsbess,
lﬁ Contributor Daka Server

Encre bhat the dabshass shreschy exisks,

| | |
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Tables inside the Notification Store

SRR ctificationto_2 =1 dbo,NC_CONFIGLRATION

[ Database Diagrams ] dba NC_CTMAR

= [ Tables 1 dbo.NC_DE_YERSICH
[ System Tables 1 dbo.NC_DELIVERYADDRESS
S s 3 i o
0,
1 dbo. ANN_ANNOTATION_TEST =1 dho.NC_IMSQUELE
71 dbo. ANN_CONTERT =1 dbo.NC_IOBQUELE
T dho.ANN_CONTEXT_DIMENSIONMEMBER 1 dho.NC_MESSAGELINE
= dbo.ANN_DATAITEM 1 dbo,NC_MESSAGELIME_ELEMENT
7 dbo.ANN_DIMENSION 1 dbo.NC_MESSAGESTRUCT
71 dho.ANN_DIMENSION_METADATAITEM 1 dho NC_METRICS
1 dba,AMM_DIMENSIOMMEMBER: 7 dbaNC_OBIECTCATALOGLE
=1 dho.ANN_DIMENSIONMEMEER_DATAITEM = dho.NC_OBJECTID

1 dba,AMM_IDTABLE
1 dbo.ANM_METADATAITEM
1 dbo.ANN_MODEL

1 dbo.NC_PERMISSION
1 dbo.NC_RECIPIENT

=] dbo.AHN_MODEL_DIMENSION 1 dbo.NC_SCHEDULE

= dba.AMN_YERSION 1 dbo.NC_SCHEDULE QUELE

=1 dbo.HTS_ATTACHMENT = dbo.NC_SCHEDULED _EVENT OVERRIDE
1 dba HTS_CALLBACK 1 dbo.NC_3DS5_INSTANCE

1 dboHTS_CALLBACKPARAM 1 dbo.NC_TASK

1 dbo.HTS_DEADLINE =1 dboNC_TASK_ANCESTOR_STOREIDS
— s AVS DEALUITE T AHCE = dha.NC_TASK_HISTORY DETAL

1 dbo HTS_ESCALATION

© 2013 IBM Corporation
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NC Drop Script

What is an NC drop script ?

Cognos provides a script that drops only a few tables in the Notification Store (names
have a prefix as NC). These tables hold metadata related to schedules.

Script is provided for every Database and is located at the below location
<Cognos Install Location>\configuration\schemas\delivery\

What does this script do and does it harm the existing schedule information?
Do we have to recreate schedules after the script is run?

» This script does not affect or alter your schedules.
» You do not have to recreate any schedule after the execution of this script.
> Note: If your notification store is same as the content store, then a little care needs to

be taken while executing this script and only after taking a complete content store
backup

© 2013 IBM Corporation
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Steps to run the NC drop script:
1- Stop Cognos Service

2- Have the Database Administrator back up the Complete Cognos content
store database.

3- a. If notification store is same as the content store then connect to content
store database using a database tool and with the same login as provided for
Content store in Cognos configuration run the NC_DROP script

b. If notification store and content store are different then you should connect to
the notification store and the script should be run on the notification store only

<Install Location>\configuration\schemas\delivery\oracle\NC_DROP_ORA.sq|l
<Install Location>\configuration\schemas\delivery\db2\NC_DROP_DB2.sq|l
<Install Location>\configuration\schemas\delivery\sqlserver\NC_DROP_MS.sql
You should not receive any error message in the script that you execute.

4- Start the Cognos service. This will recreate all the NC tables.
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Indications that something is wrong with the
Notification Store

If something unusual is noticed for schedules, then it is related to the Notification Store

Problem : Schedules are gone missing from the future activities
Inconsistent output seen in the current activities

Schedules go into pending state

Solution : Run the NC drop script on the Notification Store

Problem: Notification configured incorrectly or not configured on one of the servers in the
distributed environment

Id and password incorrect in the configuration

Solution:

If database credentials are not known, export the configuration of a content manager server
to determine the proper credentials needed to connect to the content store. (if notification
store is same as content store)

Export the config from all dispatcher machines and check the credentials to connect to the
notification store (if notification store is different from content store)
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References

Audit Store:
http://www.redbooks.ibm.com/redbooks/pdfs/sq247912.pdf

Installation and Configuration Guide

http://public.dhe.ibm.com/software/data/cognos/documentation/docs/en/10.2.0/inst cr
winux.pdf

Notification Store:
http://www-01.ibm.com/support/docview.wss?uid=swq21429773
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